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NO.39 A company&#8217;s network is set up so all Internet-bound traffic from all remote offices exits through a main datacenter.

Which of the following network topologies would BEST describe this setup?

*  Bus

*  Spine-and-leaf

*  Hub-and-spoke

*  Mesh

NO.40 Which of the following would be used to expedite MX record updates to authoritative NSs?

*  UDP forwarding

*  DNS caching

*  Recursive lookup

*  Time to live

NO.41 A technician wants to install a WAP in the center of a room that provides service in a radius surrounding a radio. Which of

the following antenna types should the AP utilize?
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*  Omni

*  Directional

*  Yagi

*  Parabolic

NO.42 A network requirement calls for segmenting departments into different networks. The campus network is set up with users of

each department in multiple buildings. Which of the following should be configured to keep the design simple and efficient?

*  MDIX

*  Jumbo frames

*  Port tagging

*  Flow control

NO.43 A network field technician is installing and configuring a secure wireless network. The technician performs a site survey.

Which of the following documents would MOST likely be created as a result of the site survey?

*  Physical diagram

*  Heat map

*  Asset list

*  Device map

NO.44 A SaaS provider has decided to leave an unpatched VM available via a public DMZ port. With which of the following

concepts is this technique MOST closely associated?

*  Insider threat

*  War driving

*  Evil twin

*  Honeypot

NO.45 Which of the following transceiver types can support up to 40Gbps?

*  SFP+

*  QSFP+

*  QSFP

*  SFP

NO.46 A technician is assisting a user who cannot access network resources when the workstation is connected to a VoIP phone.

The technician identifies the phone as faulty and replaces it. According to troubleshooting methodology, which of the following

should the technician do NEXT?

*  Implement the solution.

*  Test the theory.

*  Duplicate the issue.

*  Document the findings.

*  Verify functionality.

NO.47 Which of the following would MOST likely be used to review previous upgrades to a system?

*  Business continuity plan

*  Change management

*  System life cycle

*  Standard operating procedures

NO.48 Which of the following is a system that is installed directly on a server&#8217;s hardware and abstracts the hardware from

any guest machines?

*  Storage array
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*  Type 1 hypervisor

*  Virtual machine

*  Guest QS

NO.49 A network administrator is trying to identify a device that is having issues connecting to a switchport. Which of the

following would BEST help identify the issue?

*  A syslog server

*  Change management records

*  A rack diagram

*  The security log

NO.50 The network administrator is informed that a user&#8217;s email password is frequently hacked by brute-force programs.

Which of the following policies should the network administrator implements to BEST mitigate this issue? (Choose two.)

*  Role-based access

*  Captive portal

*  Geofencing

*  Two-factor authentication

*  Complex passwords

*  Explicit deny

NO.51 The management team needs to ensure unnecessary modifications to the corporate network are not permitted and version

control is maintained. Which of the following documents would BEST support this?

*  An incident response plan

*  A business continuity plan

*  A change management policy

*  An acceptable use policy

NO.52 A firewall administrator is implementing a rule that directs HTTP traffic to an internal server listening on a non-standard

socket Which of the following types of rules is the administrator implementing?

*  NAT

*  PAT

*  STP

*  SNAT

*  ARP

NO.53 A network administrator needs to run a single command-line tool capable of displaying routing table and multicast

memberships. Which of the following would BEST help the administrator achieve the requirements?

*  arp

*  show route

*  show config

*  netstate

NO.54 A technician is installing a new fiber connection to a network device in a datacenter. The connection from the device to the

switch also traverses a patch panel connection. The chain of connections is in the following order:

Device

LC/LC patch cable

Patch panel
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Cross-connect fiber cable

Patch panel

LC/LC patch cable

Switch

The connection is not working. The technician has changed both patch cables with known working patch cables. The device had

been tested and was working properly before being installed. Which of the following is the MOST likely cause of the issue?

*  TX/RX is reversed

*  An incorrect cable was used

*  The device failed during installation

*  Attenuation is occurring
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