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300-720 Sample with Accurate & Updated Questions

Prerequisites for 300-720 Course For you to gain the best from the training, it is advisable to have at least one of the
following technical abilities at the minimum: - A completion letter from Cisco Networking Academy (CCNA 1 or CCNA 2)- A

Cisco certificate (Cisco CCENT or higher);- Industry designations relevant to the course, such as (ISC)2, EC Council,

CompTIA Security+, ISACA, and GIAC;- Expertise in Windows (Including MCSA, MCSE), and CompTIA (A+, Server+,

Network+).

Is there any Prerequisites for Cisco 300-720 Exam - Prerequisites: None

However, the must-have skills for a learner intending to attend the course include services for TCP/IP,
including DNS, SNMP, DNS, FTP, SSH, HTTP, as well as HTTPS. Then, being experienced in IP routing is
another requirement for the final test. Once you have completed the course for 300-720 exam, you ought to
have achieved the following objectives: - Preventing loss of data;- Enforcing Email policies using messaging filters;- Using

content filters;- Email encryption;- Authenticating SMTP sessions;- Using anti-virus as well as outbreak filters;- Controlling
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domains for the sender as well as the recipient;- Monitoring spam using anti-spam and Talos SenderBase; NO.29 When the

Spam Quarantine is configured on the Cisco ESA, what validates end-users via LDAP during login to the End-User Quarantine?

*  Enabling the End-User Safelist/Blocklist feature

*  Spam Quarantine External Authentication Query

*  Spam Quarantine End-User Authentication Query

*  Spam Quarantine Alias Consolidation Query

Explanation/Reference: https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118692-

configure-esa-00.html

NO.30 What must be configured to allow the Cisco ESA to encrypt an email using the Cisco Registered Envelope Service?

*  provisioned email encryption profile

*  message encryption from a content filter that select &#8220;Message Encryption&#8221; over TLS

*  message encryption from the mail flow policies with &#8220;CRES&#8221; selected

*  content filter to forward the email to the Cisco Registered Envelope server

NO.31 Which two components form the graymail management solution in Cisco ESA? (Choose two.)

*  cloud-based unsubscribe service

*  uniform unsubscription management interface for end users

*  secure subscribe option for end users

*  integrated graymail scanning engine

*  improved mail efficacy

NO.32 Which two are configured in the DMARC verification profile? (Choose two.)

*  name of the verification profile

*  minimum number of signatures to verify

*  ESA listeners to use the verification profile

*  message action into an incoming or outgoing content filter

*  message action to take when the policy is reject/quarantine

Reference:

https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/

b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_12_0_chapter_010101.html#task_1231917

NO.33 When DKIM signing is configured, which DNS record must be updated to load the DKIM public signing key?

*  AAAA record

*  PTR record

*  TXT record

*  MX record

Explanation/Reference: https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/213939-esa-

configure-dkim-signing.html

NO.34 DRAG DROP

Drag and drop the Cisco ESA reactions to a possible DLP from the left onto the correct action types on the right.

Select and Place:
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Explanation/Reference:

https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/b_ESA_Admin_Guide_12_0/

b_ESA_Admin_Guide_chapter_010001.html (message actions)

NO.35 When the Spam Quarantine is configured on the Cisco ESA, what validates end-users via LDAP during login to the

End-User Quarantine?

*  Enabling the End-User Safelist/Blocklist feature

*  Spam Quarantine External Authentication Query

*  Spam Quarantine End-User Authentication Query

*  Spam Quarantine Alias Consolidation Query

NO.36 Which action on the Cisco ESA provides direct access to view the safelist/blocklist?

*  Show the SLBL cache on the CLI.

*  Monitor Incoming/Outgoing Listener.

*  Export the SLBL to a .csv file.

*  Debug the mail flow policy.
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Reference:

https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/117922-technote- esa-00.html

NO.37 A Cisco ESA administrator has several mail policies configured. While testing policy match using a specific sender, the

email was not matching the expected policy.

What is the reason of this?

*  The Tram* header is checked against all policies in a top-down fashion.

*  The message header with the highest priority is checked against each policy in a top-down fashion.

*  The To&#8221; header is checked against all policies in a top-down fashion.

*  The message header with the highest priority is checked against the Default policy in a top-down fashion.

NO.38 

 

 

Refer to the exhibit. What is the correct order of commands to set filter 2 to active?

*  filters-> edit-> 2-> Active

*  filters-> modify-> All-> Active

*  filters-> detail-> 2-> 1

*  filters-> set-> 2-> 1

NO.39 Which benefit does enabling external spam quarantine on Cisco SMA provide?

*  ability to back up spam quarantine from multiple Cisco ESAs to one central console

*  access to the spam quarantine interface on which a user can release, duplicate, or delete

*  ability to scan messages by using two engines to increase a catch rate

*  ability to consolidate spam quarantine data from multiple Cisco ESA to one central console

Reference:

https://www.cisco.com/c/en/us/td/docs/security/security_management/sma/sma11-0/user_guide/

b_SMA_Admin_Guide/b_SMA_Admin_Guide_chapter_010101.html

NO.40 What is the default port to deliver emails from the Cisco ESA to the Cisco SMA using the centralized Spam Quarantine?

*  8025

*  6443

*  6025

*  8443

Reference:

https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/118692-configure- esa-00.html
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NO.41 Which two are configured in the DMARC verification profile? (Choose two.)

*  name of the verification profile

*  minimum number of signatures to verify

*  ESA listeners to use the verification profile

*  message action into an incoming or outgoing content filter

*  message action to take when the policy is reject/quarantine

NO.42 Which two statements about configuring message filters within the Cisco ESA are true? (Choose two.)

*  The filters command executed from the CLI is used to configure the message filters.

*  Message filters configuration within the web user interface is located within Incoming Content Filters.

*  The filterconfig command executed from the CLI is used to configure message filters.

*  Message filters can be configured only from the CLI.

*  Message filters can be configured only from the web user interface.

NO.43 Which two query types are available when an LDAP profile is configured? (Choose two.)

*  proxy consolidation

*  user

*  recursive

*  group

*  routing

Explanation/Reference: https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/

b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_12_0_chapter_011010.html

NO.44 What are two phases of the Cisco ESA email pipeline? (Choose two.)

*  reject

*  workqueue

*  action

*  delivery

*  quarantine

Reference:

https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-1/user_guide/

b_ESA_Admin_Guide_12_1/b_ESA_Admin_Guide_12_1_chapter_011.pdf (p.1)

NO.45 Which two query types are available when an LDAP profile is configured? (Choose two.)

*  proxy consolidation

*  user

*  recursive

*  group

*  routing

Reference:

https://www.cisco.com/c/en/us/td/docs/security/esa/esa12-0/user_guide/

b_ESA_Admin_Guide_12_0/b_ESA_Admin_Guide_12_0_chapter_011010.html

NO.46 What are two prerequisites for implementing undesirable URL protection in Cisco ESA? (Choose two.)

*  Enable outbreak filters.

*  Enable email relay.

*  Enable antispam scanning.

*  Enable port bouncing.
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*  Enable antivirus scanning.

NO.47 Which feature must be configured before an administrator can use the outbreak filter for nonviral threats?

*  quarantine threat level

*  antispam

*  data loss prevention

*  antivirus

NO.48 A company has deployed a new mandate that requires all emails sent externally from the Sales Department to be scanned by

DLP for PCI-DSS compliance. A new DLP policy has been created on the Cisco ESA and needs to be assigned to a mail policy

named &#8216;Sales&#8217; that has yet to be created.

Which mail policy should be created to accomplish this task?

*  Outgoing Mail Policy

*  Preliminary Mail Policy

*  Incoming Mail Flow Policy

*  Outgoing Mail Flow Policy

NO.49 An engineer is configuring a Cisco ESA for the first time and needs to ensure that any email traffic coming from the internal

SMTP servers is relayed out through the Cisco ESA and is tied to the Outgoing Mail Policies.

Which Mail Flow Policy setting should be modified to accomplish this goal?

*  Exception List

*  Connection Behavior

*  Bounce Detection Signing

*  Reverse Connection Verification

NO.50 Which type of query must be configured when setting up the Spam Quarantine while merging notifications?

*  Spam Quarantine Alias Routing Query

*  Spam Quarantine Alias Consolidation Query

*  Spam Quarantine Alias Authentication Query

*  Spam Quarantine Alias Masquerading Query

NO.51 How does the graymail safe unsubscribe feature function?

*  It strips the malicious content of the URI before unsubscribing.

*  It checks the URI reputation and category and allows the content filter to take an action on it.

*  It redirects the end user who clicks the unsubscribe button to a sandbox environment to allow a safe unsubscribe.

*  It checks the reputation of the URI and performs the unsubscribe process on behalf of the end user.

Explanation/Reference: https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/200383-

Graymail-Detection-and-Safe-Unsubscribin.html

NO.52 Refer to the exhibit.
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Which SPF record is valid for mycompany.com?

*  v=spf1 a mx ip4:199.209.31.2 -all

*  v=spf1 a mx ip4:10.1.10.23 -all

*  v=spf1 a mx ip4:199.209.31.21 -all

*  v=spf1 a mx ip4:172.16.18.230 -all

NO.53 Which process is skipped when an email is received from safedomain.com, which is on the safelist?

*  message filter

*  antivirus scanning

*  outbreak filter

*  antispam scanning

Explanation/Reference: https://www.cisco.com/c/en/us/support/docs/security/email-security-appliance/214269-filter-to-

handle-messages-that-skipped-d.html
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