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Pass Exam Questions Efficiently With SC-200 Questions

Microsoft SC-200 Exam Syllabus Topics:

TopicDetailsTopic 1- Identify the prerequisites for a data connector- Configure detection aertsin Azure AD Identity Protection

Topic 2- Mitigate threats using Azure Defender- Identify and remediate security risks using Secure ScoreTopic 3- Identify and
remediate security risks related to Azure Active Directory- Remediate incidents by using Azure Defender recommendations

Topic 4- Identify and remediate security risks related to Conditional Access events- manage data retention, alert notification, and
advanced featuresTopic 5- Identify and remediate security risks related to sign-in risk policies- Identify data sourcesto be
ingested for Azure Sentinel

NEW QUESTION 72
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Y ou have an Azure subscription that has Microsoft Defender for Cloud enabled.

Y ou have avirtual machine that runs Windows 10 and has the Log Analytics agent installed.
Y ou need to simulate an attack on the virtual machine that will generate an alert.

What should you do first?

* Run the Log Analytics Troubleshooting Tool.

* Copy aexecutable and rename the fileas ASC_AlerTest 662jf10N,exe

* Modify the settings of the Microsoft Monitoring Agent.

* Run the MMA Setup executable and specify the -foo argument

NEW QUESTION 73

Y ou need to use an Azure Resource Manager template to create a workflow automation that will trigger an automatic remediation

when specific security alerts are received by Azure Security Center.

How should you complete the portion of the template that will provision the required Azure resources? To answer, select the

appropriate options in the answer area.
NOTE: Each correct selection is worth one point.

“resources”: [
{
“type

waow
H

|v Jfautomations”,
Microsoft Automation Om
Microsoft. Loglc C
‘Microsoft Security ass -
“ainBrsion : “2019-01- Ol—pr&vz_e n
"name”: “[parameters('n ‘_‘ 0

“location™: ™ [paramete
properties
“des t (varlables (‘description’), ‘{0}', parameters
D ﬁed” true,
actions”:
“actionType”: “LogicApp”,
“logicAppRescurcelId”: “[resourceld(‘'ITEM2/workflows', parameters
(‘appName’))]",
“uri®: “[listCallbackURL(resourceld(parameters(‘subscriptionId’),

As r Al e
parameters ( ‘resourceGroupName’ ), " /workflows/triggers’,

Microsoft Automation
Microsoft.Logic
Microsoft Security

parameters(‘appName’), ‘manual’), ‘201%-05-01').wvalu=s]”
}
1,
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“resources”: [
{
“type“: ] W /automations”,

Microsoft Aufomation Om
Microsoft.Logic C
Microsoft. Security s e
“ainBrsion "2018=-01- Ol-pravua

“name" [parameters [ o :K ‘J 0

“loc:atlon " [para_meta
propert:.es
“des (variables(‘description’), ‘{0}', parameters
wled" true,
actions”:
“actionType”: “Logichpp”,
“logicAppResourceId”: “[resourceId(‘'ITEM2/workflows', parameters
(*appName’))]",
“uri*®: “[listcCallbackURL(resourceld(parameters(‘subscriptionId’),

parameters( ‘resourceGroupName”), ° ]' /workflows/triggers’,

| Microsoft Automation |
Microsoft.Logic
Microsoft Security
parameters( ‘appName’), "manual’}), ‘201%-05-017").value]”
}
1,

Reference:
https://docs.microsoft.com/en-us/azure/security-center/quickstart-automation-al ert
NEW QUESTION 74
Y ou have an Azure subscription that has Azure Defender enabled for all supported resource types.
Y ou create an Azure logic app named LA L.
You plan to use LA1 to automatically remediate security risks detected in Azure Security Center.
You need to test LAL in Security Center.
What should you do? To answer, select the appropriate options in the answer area.
NOTE: Each correct selection is worth one point.
Answer Area

m
| | ; asS-°°
Set the LA1 trigger to: .m,.“oﬂP v

WGQMECUNW Center Recommendation is created or triggered
e (S an Azure Security Center Alert is created or tnggered
‘“e " |When a response fo an Azure Security Center alert is triggered

Trigger the execution of LA1 from: l v
Recommendations

Workflow automation
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Answer Area
Setthe LA1 trigger to: ' 1‘\'@355"00 |
SR T naciio hd
W iiAzure Security Center Recommendation is created or triggered |
e (> nan Azure Securnity Center Alert is Created or tnggered
ﬁ{@ ° |When a response to an Azure Security Center alert is triggered

Trigger the execution of LA1 from: v
Recommendations
Workflow automation

Reference:

https://docs.microsoft.com/en-us/azure/security-center/workflow-automati on#create-a-| ogi c-app-and-define-when-it-shoul d-automat
ically-run

NEW QUESTION 75
Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a unique
solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have

acorrect solution.

After you answer a question in this section, you will NOT be able to return to it. As aresult, these questions will not appear in the
review screen.

Y ou are configuring Microsoft Defender for Identity integration with Active Directory.

From the Microsoft Defender for identity portal, you need to configure several accounts for attackers to exploit.
Solution: From Azure ldentity Protection, you configure the sign-in risk policy.

Does this meet the goal ?

* Yes

* No

Section: [nong]

Explanation/Reference:
https://docs.microsoft.com/en-us/defender-for-identity/manage-sensitive-honeytoken-accounts

NEW QUESTION 76

From Azure Sentinel, you open the Investigation pane for a high-severity incident as shown in the following exhibit.
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New processes ob. ..

Use the drop-down menus to select the answer choice that compl etes each statement based on the information presented in the
graphic.

NOTE: Each correct selection is worth one point.

If you hover over the virtual machine named vm1, b [\ i 4
you can view [answer choice]. the japp@ur:@iééﬁ?ﬁﬁ'secunw group (NSG) rules
légfi_éffab-. Tive Wind_qws security I{_Jg events

the open ports on the host

the running processes

[ -

If you select [ans.'%\.:'é’f'bﬁoice], you can navigate v
to the bookmarks related to the incident. Entities :
Info
Insights
Timeline
If you hover over the virtual machine named vm1, [\ | v
you can view [answer choice]. the inheus ,;;pé_t;v-ﬁ security group (NSG) rules

r;g‘:'é:_fa%‘-. five Windows security log events
the open ports on the host
the running processes

[ -

If you select [answer choice], you can navigate v
to the bookmarks related to the incident. Entities '
Info
Insights
Timelne

Reference:
https://docs.microsoft.com/en-us/azure/sentinel/tutorial -investi gate-casesttuse-the-investigation-graph-to-deep-dive

NEW QUESTION 77
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Y ou need to implement Azure Defender to meet the Azure Defender requirements and the business requirements.

What should you include in the solution? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Log Analytics workspace to use: 5 v
A new Log Ana c@a&&p‘éce in the East US Azure region
Defalg\ reated by Azure Secun!y Center
e.er
Windows security eventﬁ?collect v
All Events
Common
Minimal
Log Analytics workspace to use: v

[A new Log Anal ﬁgﬁiﬁsp‘éce in the East US Azure region
_DeJ_a reated by Azure Secunty Center
e.er

Windows security evemg‘iﬁ)’collect

All Events
| Common '
Minimal

Explanation

Graphical user interface, application Description automatically generated

Log Analytics workspace to use: ~otf\ | v
Anew Log m@ﬁépggg inthe East US Azure region
Def; ce treated by Azure Secuntyr Center

e.e*

Windows security eveﬁ% collect: [ v
All Events
Common
Minimal

NEW QUESTION 78

Y ou have an existing Azure logic app that is used to block Azure Active Directory (Azure AD) users. The logic app is triggered
manually.

Y ou deploy Azure Sentinel.

Y ou need to use the existing logic app as a playbook in Azure Sentinel.
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What should you do first?

* And anew scheduled query rule.

* Add a data connector to Azure Sentinel.

* Configure acustom Threat Intelligence connector in Azure Sentinel.
* Modify the trigger in the logic app.

Section: [none]

NEW QUESTION 79

Y our company uses Azure Sentinel.

A new security analyst reports that she cannot assign and dismiss incidents in Azure Sentinel. Y ou need to resolve the issue for the
analyst. The solution must use the principle of least privilege. Which role should you assign to the analyst?

* Logic App Contributor

* Azure Sentinel Contributor

* Azure Sentinel Reader

* Azure Sentinel Responder

NEW QUESTION 80

Y ou implement Safe Attachments policiesin Microsoft Defender for Office 365.

Users report that email messages containing attachments take longer than expected to be received.

Y ou need to reduce the amount of time it takes to deliver messages that contain attachments without compromising security. The
attachments must be scanned for malware, and any messages that contain malware must be blocked.

What should you configure in the Safe Attachments policies?
* Dynamic Delivery

* Replace

* Block and Enable redirect

* Monitor and Enable redirect

Reference:

https://docs.mi crosoft.com/en-us/microsoft-365/security/of fice-365-security/saf e-attachments?view=0365-worldwide

NEW QUESTION 81

Y ou receive an alert from Azure Defender for Key Vaullt.

Y ou discover that the alert is generated from multiple suspicious | P addresses.

Y ou need to reduce the potential of Key Vault secrets being leaked while you investigate the issue. The solution must be
implemented as soon as possible and must minimize the impact on legitimate users.

What should you do first?

* Modify the access control settings for the key vault.
* Enable the Key Vault firewall.

* Create an application security group.
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* Modify the access policy for the key vault.
Explanation/Reference:

Reference:

https://docs.microsoft.com/en-us/azure/security-center/defender-for-key-vault-usage

NEW QUESTION 82

Y ou receive a security bulletin about a potential attack that uses an imagefile.

Y ou need to create an indicator of compromise (I0C) in Microsoft Defender for Endpoint to prevent the attack.
Which indicator type should you use?

* aURL/domain indicator that has Action set to Alert only

* aURL/domain indicator that has Action set to Alert and block

* afile hash indicator that has Action set to Alert and block

* acertificate indicator that has Action set to Alert and block

Reference:

https://docs.microsoft.com/en-us/microsoft-365/security/defender-endpoint/indicator-fil eview=0365-worldwide
NEW QUESTION 83

Y ou have an Azure Sentinel workspace.

Y ou need to test a playbook manually in the Azure portal.

From where can you run the test in Azure Sentinel ?

* Playbooks

* Analytics

* Threat intelligence

* Incidents

Section: [none]

Explanation/Reference:

https://docs.microsoft.com/en-us/azure/sentinel /tutorial -respond-threats-playbook#run-a-playbook-on-demand
NEW QUESTION 84

Note: Thisquestion is part of a series of questions that present the same scenario. Each question in the series contains a unique
solution that might meet the stated goals. Some question sets might have more than one correct solution, while others might not have

acorrect solution.

After you answer a question in this section, you will NOT be able to return to it. As aresult, these questions will not appear in the
review screen.

Y ou are configuring Azure Sentinel.
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Y ou need to create an incident in Azure Sentinel when a sign-in to an Azure virtual machine from amalicious | P address is detected.
Solution: Y ou create a Microsoft incident creation rule for a data connector.

Does this meet the goal ?

* Yes

* No

Section: [none]

Explanation/Reference:
https://docs.microsoft.com/en-us/azure/sentinel/connect-azure-security-center
NEW QUESTION 85

Y ou need to remediate active attacks to meet the technical requirements.

What should you include in the solution?

* Azure Automation runbooks

* AzureLogic Apps

* Azure Functions

* Azure Sentinel livestreams

Section: [none]

Explanation/Reference:
https://docs.microsoft.com/en-us/azure/sentinel/automate-responses-with-playbooks
NEW QUESTION 86

HOTSPOT

Y ou need to create the analytics rule to meet the Azure Sentinel requirements.
What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Hot Area:

Answer Area

oM
{\Oﬂ?ass .

Create the rule of typéo\\ec | v
xam Fusion
(ee e Microsoft incident creation
b Scheduled
Configure the playbook to include: | v

Diagnostics seffings
A service principal
A trigger
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Answer Area m
(@)

5.0

ﬁoﬂpa

Create the rule of typ&o\\ec) v
Xam Fusion
el © Microsoft incident creation
\! Scheduled
Configure the playbook to include: | v

Diagnostics settings
A service principal
A trigger

Section: [none]

Explanation/Reference:

https://docs.mi crosoft.com/en-us/azure/sentinel /tutorial -detect-threats-customiset-automated-responses-and- create-the-rule
https://docs.microsoft.com/en-us/azure/sentinel /tutorial -respond-threats-playbook Question Set 3

NEW QUESTION 87

Y ou are configuring Microsoft Cloud App Security.

Y ou have a custom threat detection policy based on the | P address ranges of your company& #3217;s United States-based offices.
Y ou receive many alerts related to impossible travel and sign-ins from risky | P addresses.

Y ou determine that 99% of the alerts are legitimate sign-ins from your corporate offices.

Y ou need to prevent alerts for legitimate sign-ins from known locations.

Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

* Override automatic data enrichment.

* Add the | P addresses to the corporate address range category.

* |ncrease the sensitivity level of the impossible travel anomaly detection policy.

* Add the IP addresses to the other address range category and add atag.

* Create an activity policy that has an exclusion for the |P addresses.

NEW QUESTION 88

Y ou are configuring Azure Sentinel.

Y ou need to send a Microsoft Teams message to a channel whenever a sign-in from a suspicious | P address is detected.
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Which two actions should you perform in Azure Sentinel? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.
* Add a playbook.

* Associate a playbook to an incident.

* Enable Entity behavior analytics.

* Create aworkbook.

* Enablethe Fusionrule.
Explanation/Reference:

https://docs.microsoft.com/en-us/azure/sentinel /tutorial -respond-threats-playbook

Exam SC-200: Microsoft Security Operations Analyst The content of this exam was updated on July 23, 2021.

The Microsoft Security Operations Analyst collaborates with organizational stakeholders to secure information technology systems
for the organization. Their goal is to reduce organizational risk by rapidly remediating active attacks in the environment, advising on
improvements to threat protection practices, and referring violations of organizational policies to appropriate stakeholders.
Responsibilities include threat management, monitoring, and response by using a variety of security solutions across their
environment. The role primarily investigates, responds to, and hunts for threats using Microsoft Azure Sentinel, Azure Defender,
Microsoft 365 Defender, and third-party security products. Since the Security Operations Analyst consumes the operational output
of these tools, they are also a critical stakeholder in the configuration and deployment of these technologies.
Part of therequirementsfor: Microsoft Certified: Security Operations Analyst Associate

Download exam skills outline

SC-200 Questions - Truly Beneficial For Your Microsoft Exam:
https://www.examcol| ecti onpass.com/Mi crosoft/ SC-200-practi ce-exam-dumps.html ]
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